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LIST OF ACRONYMS

Abbreviation Name

DPA Data Protection Authority

DPO Data Protection Officer
RBPDP Responsible body for personal data protection
DPDP Directorate for Personal Data Protection
EU MC EU member countries
GDPR General Data Protection Regulation
LPDP Law on Personal Data Protection
NGO Non-Governmental Organization

PD Personal Data

PIA Personal data impact assesment

PDP Personal Data Protection

QA Quality assurance

RM Republic of Macedonia

Tol Trainer of Trainers

WS Workshop

1. FOREWORD

This document is the second strategic paper for the Directorate for Personal
Data Protection of the Republic of Macedonia. It is a crucial document describing the
state of play of the data protection system on a national level, as well as expressing
the urge and visualisation to have comprehensive and modern approach towards the
protection of this human right on personal data protection.

In that sense, we have introduced new challenges and endeavours to be met in
the forthcoming period taking into account the national and international requirements
to be fulfilled, having in mind the main principles of independence, as well as the need
on professional, transparent and qualified staff within the Directorate. In the Strategy
we do envisage guarantying of data privacy, which means establishing system for
prevention, respect and understanding for rights and obligations. Data privacy is the
relationship between the collection and dissemination of data, technology used, the
public expectation of privacy, and the legal and political issues surrounding them.

However, we do feel most obliged to say that a single person or entity shall
not see the fruit of its own work if the entire society is not focused and engaged in
gaining the expectations met recognizing the obligations raising from the protection of
processing personal data.




2. INTRODUCTIC

The Law on Personal Data Protection from 2005 (“Official Gazette of the Republic
of Macedonia” no. 7/2005) provided for the establishment of the Directorate for
Personal Data Protection, which will be responsible for supervision of the legality
of processing of personal data and its protection on the territory of the Republic of
Macedonia.

In the Republic of Macedonia the right to protection of personal data is regulated
in Article 18 of the Constitutional Act of the Republic of Macedonia in 1991: “The safety
and confidentiality of personal data are guaranteed. Citizens are guaranteed protection
from violation of their personal integrity resulting from the registration of information
through their data processing”, while the right to privacy is defined in Article 17, 25 and
26 from the Constitutional Act.

The Law on Protection of Personal Data (“Official Gazette of the Republic
of Macedonia” no. 7/2005) and the amendments to the Act (“Official Gazette” No.
103/2008, 124/2008, 124/2010, 135/2011, 43/2014, 153/2015 and 99/2016) has shown
the compliance with the Directive of the European Parliament and of the Council 95/46/
EC and other international instruments or national state of play.

There are data protection provisions in many sectorial legislation such as:
Law on Criminal Procedure, Low for health protection, Police law, Law on electronic
communications etc.

The legal framework for the protection of personal data in the country
complements the Law on Ratification of the Convention of the Council of Europe
br.108/81 for the Protection of Individuals with regard to Automatic
Processing of Personal Data (“Official Gazette” No. 07/2005), ratified on 24.03.2006
and entered into force on 01.07.2006. The Parliament of the RM in 2007 has ratified
the Additional Protocol to the Convention regarding supervisory authorities and
trans-border of data.

The right of protection of personal data and the right to privacy are different
human rights. Due to great importance of privacy for the individual, in most countries
the right to privacy is regulated on constitutional level, as is the case with the Republic

of Macedonia. The right to privacy in the Constitution of the Republic of Macedonia
encompasses some basic rights such as: to every citizen is guaranteed the respect
and protection of the privacy of his/her personal and family life, dignity and reputation,
every citizen is guaranteed the inviolability of the home, security and confidentiality
of personal data. (These rights can be restricted only in cases defined by law and
following appropriate legal action.)

For the purpose of supervising the lawfulness of the undertaken activities while
processing and protecting personal data, the Directorate for Personal Data Protection
as an individual and independent state body with the capacity of legal entity was
established on 22 June 2005, when the first director was appointed. This status
provides independence in relation to the executive, legislative and judicial powers, as
well as in terms of the authorities of local government.

The Directorate is managed by a Director, who is appointed by the Parliament,
for a period of 5 years with the right of one re-election.

The Director has a Deputy. Before stepping on the function, Director and Deputy
director give solemn declaration in front of the parliament of Republic of Macedonia.
For its work the Director and the Deputy are responsible in front of the Parliament.

The Director submits to the Parliament of the RM an Annual Work Report of
the Directorate. If necessary and upon a request of the Parliament, the Director shall
submit an additional report. The Director brings and adopts all decisions about the
work of the Directorate.

The Directorate has 25 employees, from which 22 employees * with university
degree having civil servant status, and having experiences in specific fields too, relevant
for fulfilling the duties and competencies of the Directorate.

The headquarters of the Directorate is on the address: Blvd. “"Goce Delchev”
no. 18, MRTV building, 14th floor, Skopje.

I State from 31.12.2016
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3. PRELUDES

This document summarizes the results of the strategy preparation process
which took part in 2016. The Strategy paper is created with the expert support and
input from the employees from the Directorate for Personal Data Protection to show
the firm determination of strengthening its role as a policy creator in this area.

Workshops were held with the Data Protection Officers and other interesting
parties and many discussion tables within the Directorate answered the questions
about the priorities and results we want to strive for.

As basis, we followed the previous strategy paper document as well, with the
aim of setting the right corner stone for new beginnings. Therefore an internal and
external audit of the Action Plan 2012-2016 for the implementation of the Strategy
2012-2016 was conducted by focusing on real/measurable results and setting the
methodology for record keeping of activities. The following results were presented:
“The total number of completed activities in the period 2012-2014 is 62.5% of the
activities listed in the Action Plan 2012-2016. According to the previously established
terms of implementation, set in the Action Plan 2012-2016, there is a high level
of realization before the deadline; de facto significant progress in the work of the
institution is achieved.”

80 -
70
60 -
50 A
40
30 S
B number of planned activities
20 - 2012-2016 year
u finished activities 2012-2013
10 = number of activities yet to be done
2014-2016 year
0 -

Figure. no. 1

Yet, input was given from the public surveys prepared in the previous years
and public polls within the campaigns organized which all stated the good path chosen
towards the achievement of results.

The table below summarizes the results of the evaluation (SWOT Assessment) of the
current situation in the area of personal data protection:

Strengths Weaknesses

e Established institutional frame e Lack of full harmonization of sectoral
(Existence of DPDP) laws to LPDP and European standards

¢ Compliance of the Law on Personal
Data Protection with EU legislations
and international documents

e Limited resources (both staff and
financial) of DPDP

o Status/support of the DPOs within
¢ Ongoing System of Trainings their organizations
e Established system of DPOs e Low level privacy impact and
data security assessment in IT
¢ Rulebooks for Internal and developments/interconnections
external control
o Still existing need on further rising

awareness and culture of protection of

personal data ...

 Willingness to be in line with the
latest IT technology

e Experienced and committed staff
at DPDP

STRATEGY on Personal Data Protection in Republic of Macedonia 2017-2022
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Opportunities Threats

e Using EU funds/further expert
support

¢ Involvement of NGO's

¢ Opening the process of negotiation
with EU for accession

 Widening international cooperation,
exchange of experience and
information

e Existence of political crisis

e Adoption of regulation in urgent
procedure

e Other policy priorities (security,
sectoral, political...) might weaken
influence

« PDP falling out of focus because of
critical events / extraordinary state
(incidents, natural disasters, political or
economic crisis-etc.)

e Delay of EU accession

4. MAIN INFLUENCING
FACTORS

4.1. Going the world digital (E- Environment)

Whilst preparing this document several global trends were taken into account
affecting the personal data protection mechanism with the aim of getting ready to
respond the challenges in question such as:

e The global trends of Digitalization: resulting in more and more networked
society, rapidly spreading internet of things, big data analysis, e-marketing, smart
living, e-government concepts with co-operating databases;

e Continuing globalization resulting in increasing international flow of data
even of personal nature;

e Getting the questions of national and global security more and more
important, affecting also the privacy sphere of the citizens;

e Increasing the level of importance of educating children for personal data
protection rights;

e Increased Community and Society Requirements on accountability,
transparency, increased supervision and improved cooperation.

4.2. Changing legal environment

The European Union gave its answer to the challenges of the above global
trends: It completely re-defined the legislative framework of protection of personal
data, by the following items:

e The new Regulation 2016/679 (GDPR - General Data Protection Regulation)
which completely replaces the Directive 95/46/EC and will be directly applicable
from 25 May 2018 in all EU Member States.

e The new directive 2016/680 (Criminal Data Protection Directive) which shall
be transposed by the Member States by 6 May 2018.

¢ New proposal for Regulation on privacy and electronic communication which
will increase the protection of people’s private life and open up new opportunities
for business. This new Regulation is still under approval, but will replace the
Directive 2002/58/EC.

STRATEGY on Personal Data Protection in Republic of Macedonia 2017-2022
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Although the Republic of Macedonia is not a Member State (with status of
candidate from 2006) it is a basic interest of the country to harmonize its national
legislation with the above mentioned EU legislation. The most important novelties
(relevant also for the Republic of Macedonia) include the revised rule of transferring
personal data to countries outside EU; new rights of data subjects and new methodologies
for assuring compliance; increased role and responsibility of supervisors (DPAs); new
institutional structure and new rules of co-operation among DPAs.

5. Mission and vision of the
Directorate for Personal Data Protection

or the period of 2017-2022

Having all above considered we have agreed on the following:

5.1. Mission

Our Mission is strengthening, promotion and protection of the
natural persons’ data privacy through supervision, guidance and legislative
opinions.

Our vision is to be a recognizable protector and promotor of natural
persons’ privacy rights in relation to processing of their personal data, with
a motivated team ready to respond to the challenges of the digital age.

5.3. Values and Principles

To have a common basis of our organizational and personal behaviour we
follow the values and principles as follows:

e Impartiality - working within the legislative and policy framework given to
us, being independent and objective;

e Transparency - explaining what we are doing and why, in clear language
that is accessible to all;

e Pragmatism - understanding our clients’ needs and seeking solutions that
work in practice;

o Integrity - we follow the same rules of protecting personal and business
data as we enforce among others;

¢ Supportive, Proportionate, and Consistent - first provide support to understand
obligations and get compliant, respond proportionately to breaches of rules, enforce
implementation of decisions;

STRATEGY on Personal Data Protection in Republic of Macedonia 2017-2022
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6. STRATEGIC GOALS

In order to fulfil the Mission and Vision, the following strategic goals have been
recognized as important to be implemented.
In order to serve the basic interest of the Republic of Macedonia (as the Founder of the
system of Personal Data Protection and the Directorate for Personal Data Protection)
we have defined the following strategic goals:

e Strategic Goal 1
Republic of Macedonia is recognized as a country providing adequate level of
Personal data Protection.

e Strategic Goal 2
Establishment of self-sustainable system for personal data protection providing
adequate level of Personal data Protection

In order to fulfil our mission and serve the clients (natural persons, controllers and
processors as well as partner organizations) according to our vision we have defined
the following strategic goals:

e Strategic Goal 3
Continuous increase of the public awareness and the culture of protection of
personal data

e Strategic Goal 4
Continuous compliance improvement of the controllers and processors of
personal data

e Strategic Goal 5
Continuous cooperation with the partners

In order to be able to manage the above development within the Directorate we
have defined the following strategic goals:

e Strategic Goal 6
Increasing efficiency of administrative procedures

e Strategic Goal 7
Handle International issues effectively

All these can be done only by a well prepared and motivated expert team, therefore
we have defined the following strategic goal:

e Strategic Goal 8
Trained and motivated team to respond to challenges

Below we give a more detailed explanation of the goals and objectives, while the
Annex defines the actions and activities necessary to meet the goals and objectives.

6.1. Strategic Goal 1 - Republic of Macedonia is recognized as a country

providing adequate level of Personal data Protection.

To serve the basic interest of the country, the legislation and practice of handling
personal data in the Republic of Macedonia shall fit to the European standards, assuring
the adequate level of protecting data privacy. This status has to be reached as soon
as possible starting with the necessary activities as soon as the requirements and
conditions of adequacy decisions get known.

6.1.1. Achievement of adequacy (to be granted by the Commission of the EU)

The adequacy statement will be issued by the European Commission after a
thorough investigation of the personal data protection system of the specific country.
The criteria of the adequacy decision are defined by the GDPR (Art 45) and the detailed
procedure will be managed by the European Commission.

6.1.2. Legislation harmonization (LPDP to GDPR, bylaws to new LPDP, sector
legislation to new LPDP, secondary legislation with LPDP and EU legislation of the
respective sector)

In order to achieve the required level of adequacy, the harmonization of the
relevant legislation is obviously needed on different levels: harmonization of the
Macedonian LPDL to the GDPR; harmonization of the different sector legislation with
the new LPDP; harmonization of the secondary legislations, bay-laws with the new
LPDP; and adjusting the internal regulations accordingly.

STRATEGY on Personal Data Protection in Republic of Macedonia 2017-2022
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6.2. Strategic Goal 2 - Establlshment of self-sustainable system for

personal data protection uate level of Personal data Protection

Another condition of achieving adequacy is the stabile and lawful operation
of the entire personal data protection system. It shall work in a lawful, transparent,
controllable, and self-sustainable way. In our interpretation, to achieve this status, the
following objectives shall be set:

6.2.1. Strengthening the position as independent supervisory authority
(according to the criteria of independence, based on GDPR Art 52)

The independent supervisory authority (like the Directorate for Personal Data
Protection) has a key role (mission) in promoting, strengthening and protecting of the
natural persons’ data privacy through supervision, guidance and legislative opinions. In
order to make this possible, both the current legislation and the new one (in harmony
with the GDPR) shall define the conditions of independence (like autonomy in decision
making, adequate financial and human resources, rules of appointment and dismissal
etc.). The necessary steps should be made to assure the practical implementation of
these independency criteria.

6.2.2. Achieving status of Certification body (according new LPDP,
based on GDPR Art 42-43)

One of the most effective tools to achieve compliance of the processors and
controllers to the rules of protection of personal data is the certification of their system
of handling personal data. By this proactive approach, a lot of risks can be minimized
at the controllers/processors, and the effective utilization of the resources of the DPA
can be supported to. The most effective and simple way of such a certification system
could be (considering the characteristics of our country) if the Directorate got the
status of Certification Body by the new LPDP.

6.2.3. Strengthening the role of Data protection officers (according to new
LPDP, and by providing support, trainings etc.)

Although the system of data protection officers has been well established by
the current legislation, one of the most frequently mentioned shortage of the present
state is, that the position of the DPOs in their organizations is somewhat weak and
isolated. Because the DPO-s have a key role in assuring compliance it is very important

to strengthen their position within their organizations. This re-positioning can be
supported also by enhancing their professional support by the Directorate, creation of
a network of DPOs as well as providing regular trainings for them.

6.3. Strategic Goal 3 - Continuous increase of the public awareness

and the culture of protection of personal data

Although in the recent period a lot of successful awareness rising programmes
and actions were organized by the Directorate and its partners, we still believe, that there
is a strong need on rising both the awareness level of the citizens on the importance of
protecting their data privacy on one hand, but on the other hand, the general culture
of handling personal data by the controllers, processors and users should be improved
too (a “privacy by default” concept should be generally disseminated).

6.3.1. Increased level of knowledge of the citizens on their Data protection
rights (a separate communications strategy is foreseen to support this)

The need on and right to protecting personal data is one of the basis of a
society and economy respecting privacy. This basic concept is taken into consideration
when defining the communications strategy of the Directorate for the next period
(2017-2022), as well as when defining the specific actions under this objective.

6.3.2. Increased ratio of implemented decisions), which requires the increased
number of control supervisions.

As listed among the values and principles, the Directorate is going to follow
an approach of first providing support to understand obligations and get compliant,
then responding proportionately to breaches of rules, third enforce implementation of
decisions. The expected result is that the compliance ratio and ratio of implementing
the decisions of the directorate will rise significantly.

6.3.3. Adoption of sector codes of conduct for PDP, as a tool, supporting
compliance driven self-regulation of certain sectors.

In many countries key groups of controllers and processors prepare sector
codes of conduct to set the sector standards for protection of personal data and
privacy. This is a kind of self-regulation, with a certain control (approval of the codes)
by the DPA, providing safety for both the controllers/processors and also for the data
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subjects. The Directorate is going to encourage the representatives of the different
sectors to create such safeguards.

6.4. Strategic Goal 4 - Continuous compliance improvement among
the controllers and processors of personal data

This will be one of the main focus of many activities of the Directorate even in
the next period. It has many components, which are part of other strategic goals too,
therefore we specify here only one, but very objective.

6.4.1. Enhancing accountability tools (Data Protection Impact Assessment,
Privacy by Design, Audit etc.), which supports the controllers/ processors to implement
a system which is compliant with the PDP rules.

As the technology gets more and more complex, and the quantity of handled
data is rapidly increasing the risks of handing personal data are also rising, and the
ex post actions to make a certain data handling procedure compliant is getting more
and more expensive. Therefore the ex-ante actions to assure compliance get more
and more in focus. The Directorate is going support the controllers and processors by
offering a wide range of techniques and tools to enhance their accountability in an ex-
ante mode. It is our objective to promote the usage of such techniques as wide among
the controllers and processors as possible.

6.5. Strategic Goal 5 - Continuous cooperation with the partners

The right to data privacy is not an “isolated” right, but has many other
neighbouring rights (most of the components of the “privacy”), but some competing
rights too (e.g national security, right to free access to public information etc.). And,
although the core competence of our directorate is to deal with the data privacy of
natural (physical) persons, we have experienced in many cases that many natural
persons are not able or not mature enough to protect their own rights. Therefore the
NGO-s have an increasing role of protecting the components of the right to privacy.
Therefore we consider both the state bodies responsible for promoting neighbouring
or competing rights and the civil society as partners.

6.5.1. Increased cooperation with state bodies and private sector

In the previous period some relations have been established with different
state institutions and bodies (like Memorandum with KOMPSI, co-operation with the

Ombudsman). The circle of state institutions and bodies co-operating with should be
widened and should be filled with real content (common actions, common events,
trainings etc.) in order to increase the efficiency of promoting the complexity of the
rights.

6.5.2. Enhanced cooperation with NGO's

The NGOs may have multiple influence in promoting the protection of personal
data: on one hand they may represent the data subjects, in many cases more
effectively, than the single persons of data subjects, on the other hand they may be
very good partners in rising the awareness level of the public or specific groups of the
public. Both of these can be very fruitful if a good and effective co-operation can be
set up among the Directorate and the relevant civil organizations. Therefore it is our
objective to utilize all potential benefits of such co-operations in favour of our mission.

6.6. Strategic Goal 6 - Increasing efficiency of administrative procedures

The above significant developments can be achieved, if our internal procedures
are further developed in order to increase the efficiency and professionalism of our
Directorate. As a Directorate, financed mostly from the state budget (ultimately by
the citizens, but including some own incomes too), it is our responsibility to serve our
clients in the most effective way and in favour of their interest.

6.6.1. Introduction of new technologies
(like on-line inspection, electronic case handling etc.)

There are new technologies supporting not only our clients but also potential
tools to increase the efficiency of our activities. Some of these tools are under
implementation (like on-line origination of cases by the citizens), but some are quite
new even among the DPA-s of the EU member states. It is our objective, to find the
most appropriate and realistic tools to implement in our routine activities in order
to raise the efficiency and effectiveness of our operation as well as fit to the new
technologies applied by our clients.

6.6.2. Enhancing the system for Ex officio handling cases of obvious /
notified Breach of PDP

Evaluating the happenings of the recent years the Directorate recognized that
a more systematic approach should be followed in case of likely obvious violations of
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data protection rules. Even the new LPDP is going to set more precise rules on the
obligations of the controllers and processors on notifying personal data breaches. Our
objective is to set up a system of observing, evaluating and case origination system of
the notified or likely obvious breaches.

6.6.3. Response according to the QA system

We have already a working internal Quality Assurance system, based on the
ISO 9001 standards. It is our objective, that all procedures and cases should be handled
according to the rules set by the system, especially those which affects any type of our
clients.

6.7. Strategic Goal 7 - Handle International issues effectively

Our country is integrated in the European and world networks of businesses,
culture, social life and security. As described above, the rules of cross border transfer
of data will be changed soon, and new European supervision bodies for personal data
protection will appear too. New concepts of co-operation are under preparation too
(like one stop shopping among DPA-s).

6.71. Active co-operation with DPA-s of other countries and the Board and
Commission in international cases (following the new rules of international transfer
of personal data)

Although the Directorate is already involved in several international organizations
and events, and have already some experience in co-operation with other DPAs, this
situation shall be further developed, and transformed into a more proactive approach.
This objective should be met following the still developing new co-operation concepts
and developing institutional setup.

6.8. Strategic Goal 8 - Trained and motivated team to respond to
challenges

All above goals and objectives can be managed and achieved only by a well-
trained, professional and motivated team, considering their tasks and responsibilities as
their personal mission contributing the mission and vision of the Directorate. There are
two main components of meeting this goal: the continuous update of the knowledge
of the team and its members as well as keeping the level of motivation of all team-
members on a level of serving the above goal.

6.8.1. Trained team - Skills development

The civil servants of the Directorate own special knowledge and skills fit to the
requirements of meeting the current challenges of their job. There are ongoing education
programmes on new technologies, new ways of handling cases etc. Our target is, that
the continuous knowledge and skills rising with team building and permanent trainings
should be further intensified, because the challenges shown by the global trends
described above will need a lot of multidisciplinary expertise, skill of analysing complex
cases, having international experience and in certain cases comparative approach. To
support the controllers and processors to assure their compliance improvement will
need specific training abilities too.

6.8.2. Motivated team - Working Environment, employee reward system
(introducing wide range of motivation tools)

Currently the most important asset of the Directorate is its experienced,
professional and committed team. This commitment, however should be turned to a
sustainable motivation, because the knowledge the employees of the Directorate own
is getting more and more valuable even for the controllers and processors and in many
other businesses. This motivation has different material and non-material components,
and our objective is to find the most appropriate set of motivation tools.
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7. The strategic map
set for the next

The strategic map below summarizes all strategic statements we have defined
for the next period.

There are several actions defined for each of the goals and objectives,
identifying the necessary steps to be made from the current status to the desired
future situation.

The strategic goals should be considered stabile for the next period (unless
some unforeseen significant environmental changes happen). The objectives have
been defined to be stabile for the next couple of years, however they have to be
revised at least in every second year to assure the flexibility of the strategy.

The actions should be revised regularly too, taking into consideration their
time-horizon.

Personal Data
Protectioninthe

Our Mission is to strengthen, promote, and protect the natural persons’ data privacy by
supervision, guidance and legislative opinions.

8. Monitoring the progress

One of the success factors of the strategic management of the organization
is the regular measurement / monitoring of the progress towards the goals and
objectives.

In order to monitor this progress a set of indicators have been defined, linked to the
hierarchy of the strategic goals, objectives and actions/activities.:

¢ Key performance indicators to the level of strategic goals and objectives
¢ Performance or operative indicators, success criteria to the level of actions

In the table, summarizing the strategic goals, objectives an actions/activities the
proposed indicators /success factors are defined too. The initial and target value of
the indicators will be determined after finalizing the definition and data sources of the
indicators. The value of the indicators will be measured annually and presented in
the Annual Report of the Directorate. Based on the results, the target values will be
updated if necessary.

Republic of

Macedonia Ourvisionis to be a recognizable protector and promotor of natural persons’ privacy rightsin
2017-2022 relation to processing of their personal data, with a motivated team ready to respond to the
challenges of the digital age.

Republic of Macedonia is recognized as a country
providing adequate level of Personal data Protection.
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Annex 1:

Composition of the KPI on independence (Art 52 of GDPR)

Annex 2:
Status report example on the Implementation of the Strategy on Personal Data
Protection 2017-2022

Annex 3:

Status report example on the Implementation of the Actions belonging to Objective

LIST OF ABBREVIATIONS

Abbreviation Name

DEUIC Department for EU Int_egration and International
Cooperation (of DPDP)
DGLA Department for General and Legal Affairs (of DPDP)
DPA Data Protection Authority
DPDP Directorate for Personal Data Protection
DPO Data Protection Officer
EC European Commission
GDPR General Data Protection Regulation
GS General Secretary (of DPDP)
KPI Key Performance Indicator
LPDP Law on Personal Data Protection
MoF Ministry of Finance
o Objective
NGO Non-Governmental Organization
QA Quality Assurance
SG Strategic Goal
TU Training Unit (of DPDP)
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1. Proposed monitoring
mode of the Implementation
of the Strategy :

The elaboration of the Strategy on Personal Data Protection for 2017-2022 has
been a systematic work, based on a top-down approach, starting with the definition
of the Mission of the Directorate finished with the creation of the Action plan. The
implementation shall be similarly systematic, but in the opposite direction. If the
elaboration process was correct, we can expect, that by implementing the elements
of the Action plan we can meet the objectives, and the set of met objectives will
result in achieving the strategic goals. And by that, we can expect, that the vision
will be realized and the mission of the directorate will be fulfilled.

Mission
Why do we exist?

>

Core values
What we believe in?

Vision
What we want to be?

uonejuswajdwy

From implementation point of view the actions and objectives have critical

roles:
¢ We have to check, whether the actions have been implemented, and
¢ We have to check, that by that, the objectives have been met or not.

Therefore the indicator system has to concentrate on that two levels of the
strategic hierarchy.

For the action level preferably simple, “easy to check” indicators (success
criteria) should be defined, while on the level of objectives mostly numerical quantitative
indicators (KPI — key performance indicators) should be defined, to really measure the
level of the progress towards the objective.

In the next chapters we describe the system of indicators and propose a
method of evaluating the results.

2. Proposed system of KPIs

Introduction

When elaborating the strategy, a set of KPIs have been defined, to measure
the level of meeting of the Strategic goals and objectives. In the table below we
give the definition, description and measurement mode of the given KPI.

In general,

¢ The objectives can be considered “met”, if the related KPI meets the target
value, shows the required development or is “Yes” (in case of Yes/No indicator).

¢ The strategic goals can be considered “met”, if all the objectives belonging
to it are met.

Practically there are two categories of KPIs:

¢ Quantitative KPI: showing an absolute figure or ratio, being relevant from
the given objective point of view. It is very important, that this KPI should
be based on objective calculation of factual data. Therefore we propose to
link these KPIs to data bases / registries already available at the Directorate
or propose to add some information to such registries or create some simple
further registries/data bases. Most of the proposed KPIs are of such category.

¢ Event/happening based KPI (Yes/No type): showing the success of a set
of actions, aimed at on single issue (like adequacy decision of the EC).
There are two types of KPIs:

e “End result” type KPI: when the value of the KPI is the Objective itself, or
represents the meeting of the objective.

¢ “Management type” KPI: when the value of the KPI is a measure, showing
the progress towards the meeting the objective.

Proposed KPls

In the table below we give the most important information on the KPIs,
defined in the Action Plan to each of the Objectives.
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=
[0}
o 1= .
‘é = 8 g Evaluation of the progress, based on the KPIs
E W £ 3
§ £ é BS The above described 22 KPIs are sufficient to measure the progress of the
s 5 < . S implementation of the Strategy.
= KR 38 3
§ E § 5 § The evaluation of the overall progress should be done on a quarterly and

annual basis:
e The management of the Directorate should check the status and define
corrective steps on a quarterly basis.

e Itis proposed that the annual results should be presented to and discussed
in @ whole staff meeting right after the determination of the annual result figures,
preferably at the beginning of the next year. Such all-staff meetings should be
used also to involve and activate people, re-fresh their motivation etc.

If no progress (or significant backlog) relating to any of the Objectives is identified,
the reasons of the problem should be identified and corrective measures should
be defined. The corrective measures may be:

o if the priority of the Objective is still high, and the actions serving the
meeting the Objective are still relevant, than additional management attention
and/or resources should be allocated, or

o if the priority of the Objective is still high, and the performed actions have
not resulted in getting close to it, than the action plan should be revised, or

¢ by checking the relevance of the Objective (whether it gets a lower priority).

c
2
whd
o
‘=
Q
0
9]
(=]

needs and activity plan of the Directorate. The
training history of each staff member should be
registered. This is “management type” KPI.
calculated, based on the number of employees
In every 2" year an employee survey should be
held including standard and actual questions.
The standard questions shall cover employee

left (based on the person’s own initiative) vs
satisfaction components (relating to motivation,
office infrastructure, management behaviour,

rewarding system etc.) This is an important
feedback to the management. This is a

total number of employees. This figure should
“management type” KPI.

be as low as possible. This is “management

The trainings and training days of the whole
staff of DPDP should be planned and measured
for each year, based on the professional

type” KPI.

The annual fluctuation ratio should be

5 = pe c @
£ BEEE S S g
I C F 2 c c B c The Status reports should be prepared by a small but permanent team. They
= QL 5 £ o v 8 un Z .. .
= KEE: [ %’ S 8 = have to have access to all relevant data bases. After deriving the necessary input data
i “g Z% = S _g Gl T 3 from the data bases, they check the data, fill them in the KPI calculating excel tables
AN Z 56 o w3 e e (if the database itself cannot generate the given KPI), and generate the necessary
. diagrams. They prepare also the very brief explanation (background) to the progress
o c o / stagnation / backlog, and if they have any proposal on improving the situation, they
_g % £ g = § @ do formulate these suggestions too.
whed ! = Y—
g B B582%8 | |
oy @ 2 ZagED 5 A proposed example for the Progress report is shown in Annex 2.
o o @ § NB8E2 £ g IS The “end result” type KPIs should be presented in Annual Report of the
oo- £ 9 “5 S s Qo ) .
g 1 o2 g £ %g 2 Directorate too.

Goal

Strategic
SG 8:

Trained and
motivated

team to
respond to
challenges
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3. Evaluation of the Success
Criteria of the actions

During the detailed action planning procedure, the success criteria of
each of the actions have been defined. The success criteria describes, when the
implementation of an action is considered satisfactory. Basically there are two
different types of success criteria:

e quantitative criteria:
o showing the number of implemented items, vs a planned number
¢ event based (qualitative) criteria:
o showing, whether a pre-defined event/happening /affair has happened

The concrete values should be defined within the frames of the annual
planning, and the evaluation should be done quarterly and right after completing
of the action (if it is a “single” action) or on a quarterly and annual basis (in case of
continuous actions).

The evaluation of most of the quantitative success criteria is simple. Almost
all data to the quantitative criteria can be derived from the different data bases,
reports, event-calendars. There may be some quantitative criteria, which may rely on
opinion polls, public or internal surveys, where data gained are based on subjective
opinions. In this case it is important, to

o well define both the questions and answer categories, to minimize
interpretation differences

e use stabile set of standard questions, because only in this case can we
expect data, suitable to show real tendencies

e use a wide sample surveyed, in order to reduce statistical failures.

By this general method, the results of the surveys can be considered correct
and relevant, even if the individuals participating in the surveys give their subjective
opinion. Therefore, it is advised to involve survey experts in creating questionnaires
for external or internal surveys.

In order to assure the regular monitoring of the progress, the responsible
persons shall prepare quarterly progress reports, including determination and
presenting the status of the success criteria. These reports must be prepared and
submitted to the KPI reporting team and to the Sponsor prior to the progress meeting
on the Objectives. The structure of the action status report should be similar to the
structure of the KPI status reports. An example is annexed in Annex 3.

Annex 1
Composition of the KPI on independence (Art 52 of GDPR)
KPI on independence = A+I+R+S+C, its value can vary from 0.....5.

(0 is worst, 5 is best)

Criteria based on
Art 52 of GDPR

Component ID:

(2) The member or members of
each supervisory authority shall,
in the performance of their tasks influence attempts nor
and exercise of their powers in seeking of instructions has
accordance with this Regulation, occurred

remain free from external influence,
whether direct or indirect, and shall
neither seek nor take instructions
from anybody.

A=1: if during a calendar
year neither external

A (Autonomy)
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Criteria based on

Component ID:
Art 52 of GDPR
Annex 2
(3) Member or members of each I=1: if in the given year .
supervisory authority shall refrain there have been no Status report example on the Implementatlon of the Strategy
from any action incompatible with | incompatibility cases on Personal Data Protection 2017-2022
the!r duties and _shaII not, du_rlng 1=0.5: if in the given year
o their term of office, engage inany | o solved (either fired or ) )
I (Incompatibility) mc_ompatlble occupation, whether cut) incompatibility cases Reporting period: ...............
gainful or not “. occurred
I=0: if there have been Overall evaluation:
at least 1 unsolved A summary in several sentences on the most important achievements
incompatibility case and problems.
(4) Each Member State shall ensure | R=1: if all pre-conditions .
that each supervisory authority is defined for the given Report prepared by: ...........
provided with the human, technical | year by the “Study on . )
and financial resources, premises pre-condition of the Explanation of the symbols:
and infrastructure necessary for the | implementation of the
R (Resources) effective performance of its tasks strategy” are assured . no progress
and exercise of its powers, including R=0: if none of the .
. : =Y. - critical backlog/no results
those to be cgrrled out in the cpntext additional pre-conditions g .
of mutual assistance, cooperation | ;e asqired for the given - backlog/some results but not satisfactory
and participation in the Board. -
Y + moderate development/results
(5) Each Member State shall ensure | S=1: if all activities are ++  big development/results
that each supervisory authority performed with own staff © Objecti
chooses and has its own staff which | g_q. it more than 10% of jective met
S (Staff) shall be subject to the exclusive :

e the involved persons are o
direction of the member or members | |\ v o\ e Below an example of the quarterly/annual status report template is given.
of the supervisory authority (All elements in the Status, Details, Background, Correction, Responsible are
concerned. examples only!)

(6) Each Member State shall ensure | C=1: if the Directorate has

that each supervisory authority is an own budget, meeting

subject to financial control which the conditions of “Study

does not affect its independence and | on pre-condition of the

C (Control) that it has separate, public annual implementation of the

budgets, which may be part of the | strategy”

overall state or national budget. C=0: Directorate is
manipulated by financial
control

* The cases of incompatibility shall be defined by national legislation, but examples of incompatibility: being official of
any political parties, having occupation in any business or public organization, any engagements except scientific and
education role.
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Resp.

Annex 3

Status report example on the Implementation of the
Actions belonging to Objective 2.3

Correction

Strengthening the role of Data protection officers
(according to new LPDP, and by providing support, trainings etc.)

Background

Reporting period: ...............

Overall evaluation:
A summary in several sentences on the most important achievements
and problems.

Details

Report prepared by: ...............

Explanation of the symbols:

=== NO progress

Y
> S
Q iy
S - @ 5 B == critical backlog/no results
T 0T o O > 3 .
S350 2 2 L - backlog/some results but not satisfactor
n £ 9 O = c
€ < = g L5 Q 3 o 9 <
S 2,289 D o0 Vg @ + moderate development/results
- 8 29T S w £ 9 58 9 o
Sagar 2 S E |28 9> ++ bi
= @ o ® 2 ig development/results
22288 2eg 5§88z 9 cevebp
o ©  Objective met
o UV O ~
S nw 3D % €
“ n O - w . .
ST 99 © = g 2 Below an example of the quarterly/annual status report template is given.
(] 55 2 ES q;,) ST n ' g T O — . . . ?
2 B S ESCcg R . ESS3. 38 (All elements in the Status, Details, Background, Correction, Responsible are
o 862852503 E g 82389 S examples only!)
i o n © S Y 5 © © o “uCJLEq)C p y
a b wed®o® c 8 c o o &£ 9§
o Ca 9 s EEEQ S a 220 T g2
vO 55 0 =29 & EE R O] a 8 i—i 8 E = o
H.Z_CCEJg':'Qca - £ 9 s a8 os
NBE338-30cwe |¥0g XL e2T0
O ZzTomdeESS |OF T O=Z=0 &% = E
= =
3 _ S 9
(G} g T = 2
Q s = ST 29
© = Q g 8 s o
3 .2 05 .08 35
[ ~ 2 g £ 3 ot % g o
-+ Y
PN RETERS REELS
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